Internet safety at home
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Supporting your child at home

with internet safety tips



At school

» Children are taught E-safety from Reception through to Year 6. This is revisited
throughout the year to ensure children are adequality prepared.

Children are taught-
Password protection
Protecting their identify
Sharing information
Videos and images online
Games

Online bullying
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Who to contact if they find something they do not like/makes them feel unsafe




Instagram
Age rating 13+
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o> Advice for Parents & Carers
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HAVE OPEN DIALOGUE Y7\ REMOVE PAYMENT METHODS ‘ USE MODERATORS

lalk to your child about live videos and the If you're happy for your child to have a lnstag:;nm has launched Jive moderators’ on Instigram
risks involved and how they can do it safely with card associated with their Instagram = ) live where creators can assign a moderator and give
family and friends. Talk to them about ensuring they account, we suggest adding a PIN which them the power to report comments, remove viewers
have safety settings on so only followers can view neeads to be entered before making a payment J and turn off comments for a viewer. It's recommended to
them live, and maybe help them prepare what they This can be added in the poxment scnings tab and V' keep devices in common spaces so that you are aware if
would say when they do go live will also help prevent unauthorised purchases. they do go live or watch live streaming.

- ,/_»\
FAMILIARISE YOURSELF  Dfmesail FOLLOW INFLUENCERS ~_ BEVIGILANT AND REASSURE @
~/

.

Instagram is one social media opr Following influencers will allow you to O g Talk to your child about the use of filters. While

which has its safety features available © monitor what they‘re sharing as well as they can be fun to use they don‘t represent the

being able to discuss anything which real them. If you find your child continuously using a filter,
you deem inappropriate. Talk to your chila J ask them why and reassure them that they are beautiful

to parents in a user-friendly manner. The
document provides axamples of

conversation starters, managing privacy, about who they follow and help them develop without it to build up their feelings of self-worth. Discuss
managing comments, blocking and restricting critical thinking skills about what the influencer » the fact that many images online ars filtered and not
and can be found on the Instagram trying to do. For example, are they trying to sell a everyone looks ‘picture perfect’ in real life, which can also
website>community>parents. product by promoting it? lend itself to discuss what is real and not real online.
» 2™ —
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Due to the impact on mental wellbeing, Instagram has allowed users 47 Instagram now has an in-bulit activity dashboard that allows users ﬁ

to change the focus of their experiences online away from how many to monitor and control how much time u\e‘spend on the oPp. Users ~

likes a post has br hiding the like counts. Users can hide like counts on all can add a'dally reminder to set a limit on how much time they want to st
the posts in their feed as well as hiding the like counts on their own posts, spend on Instagram, prompting them to consider if it's been too long with a "take
This means others can't see how many likes you get, This can be done by a break’ message. There's also the option to mute notifications for a period of
going into settings > notifications > posts > likes > off time. These features can help you have a conversation with your child about how

much time they are spending on the app and to set healthy time limits.
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TURN OFF QUICK ADD CHOOSE GOOD CONNECT!ONS TALK ABOUT SEXTING ‘ '\'«\’,y

The Quick Add function helps ?:oplo d chct has recently announced that it ) mcy feel like m awmw conversation
find each other on the app B lo l' out a new feature: users that ple can be reluctant
function works based on mutual ' notifications nmlnding them of the

e) but it olm ommuoeolko nly and

friends or whether someone’s number imponanco of mclmdning nnections with peo non omontdl about sexting. Discuss the
ig in your child’s contacts list. Explain to your they actuallz know well, as opposed to ers. cctlom of sending, receiving or

child that this feature could potentially make This ‘Friend kup’ mcourngu users to lng oxgnelt mages, as well as the possible
their profile visible to strangers. We recommend _ connections with users they rarely communicate motiona ct. Emphasise that your ehlld
that your child turns off Quick Add, which can with, to maintain their online safety and privacy. should never pnaund into sexting -

done in the settings (ac icon).

cessed via the cog that if they receive unwanted icit Imogu

KEEP ACCOUNTS PRIVATE they should tell a trusted adult straight away.
T R vl BE READY TO BLOCK AND REPORT

make them public to gain more followers. fa er does connect with your

ne

CHAT ABOUT CONTENT

Talk to your child about what is ?
8.

isn‘t wise to share on Snapcha T wm::."mmw'“tzm ad child on Snapchat and be &no to make
don t post explicit images or vld o. change the settings. If thcy use ps, thei ion i them feel meomtonublo
fiable details like their school visible unless ‘Ghost Mode' is m." im i . I bullying, pressure to send e 'rl
lomlnd them that once something is It's prudent to se the adding or by aondl upllc mxo
onlim, & creator loses control over where pooplo they don't know in real | to them, you ‘zm ree
ml tend ug = and who with. Additionally, ortant m the addition of w m. doh on on s ﬂlo and choose
tﬂ ht' feature has a #chal‘ongo ot r Snapchatters to see the places m dﬂd ularty k. There un ons to ﬂﬂt. why
lll:. Ik‘l‘ok‘c al that your child visits and checks in. Addit lt’o mmunt to thc ropcmi thot user (annoying or
cautious about Shared Stodu ; this al cious mes

understands tho g:hntlal harmful

ople who
consequences of taking part in these challenges. r

‘:’ l:arr’ or masquerading as

are not on your contact list access to the po oomoono else, f




Fortnite

Age rating 12+
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STAY AWARE OF SPENDING W A

Free-to-play games (that is, ones without up-front costs) can still
be bI? financlal drains. In Fortnite, for example, the Battle Pass - a
set of rewards to improve players’ experience in the game - can be
either earned through pla lnP or bought with real meney (with
additional Incentives for tze atter). \3ith supervision, however, this
can be a great lesson In money management for young people.

ENCOURAGE BREAKS

Gaming sessions can reach marathon lengths, especially when
your child is on a winning streak and doesn’t want to stop. Sitting
in the same position for hours isn’t healthy, of course, but it's an
easy habit to form. Encouraging young onas to break regularly

for drinks and so on will help them stay hydrated, rest their eyes |
and release some of the tension from competitive gameplay. L
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TALK ABOUT TALKING

Communication Is key in the squad-based Fortnite modes, and
children will quickly realise that talking with team=mates online
helrs to increase their win rate. It's a good Idea, therefore, to chat
with your chlild first about speaking to strangers online, trading,
scammers and other potential risks. Remind them that they can
always come to you for help if they run Inte problems online.

. r
DISCUSS OTHER APPS

Games Iire Fortnite can lead on to third-party apps (Discord, for
example) where players can join a voice, text or ~ in some cases -
video chat about the game. Certain add-ons also let children talk
with other pla‘srs from their local area, which cleorly&nesants a
potential risk. When discussing Fortnite with your child, you might
also want to ask them about other apps they use while playing.




Roblox

Age rating 7+

r
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SET PARENTAL CONTROLS DISABLE PRIVATE MESSAGING -ﬁ PRINATE SERVERS

Roblox comes with several parental control options, Roblox’s private messaging function raises the If your child has some genuine friends to play Roblox
which are explained well on the game’s official risk of children being contacted by people they online with, paying for a private or VIP server decreases
website. It's essential to enter the correct date of birth may not want to speak with - potentially x the risk of contact from strangers. Even then, however,
fnr your child, as that allows Roblox to automatically leading to bullymg harassment, toxicity and « some players could invite other people ~ who might not

apply the appropriate chat filters. The game also scam attempts. The game allows you to disable necessarily be child friendly - into the private server. If
allows parents and carers to set monthly spending messages from anyone who hasn't been added your child us a Roblox fan, it's important to talk with them
restrictions and monitor their child's account. I as a friend on your child's account. regularly about who they are playing the game with.

. - . v N o

if they don't understand they‘re using real money, it's easy for

w At some point in their development, your child will need to x‘

children to accidentally spend a sizeable amount in the game. learn how to deal with strangers online. Show them how to 9 LA
Usmg parental controls to place limits on their spending will help block and report any users who are upsetting them or asking ' v
avoid any nasty financial surprises. Ensuring that you have \ uncomfortable questions. Talking to them about what's OK to discuss
two-factor authentication on your payment accounts also makes it a8 -~ and what they should never tell a stranger online - will help them
understand how to communicate with other people onllne safely.

harder for your child to spend money inadvertently. (.
S A - v



Tiktok

Age rating 13+

N )1\ Advice for Parents & Carers \

TALK ABOUT ONLINE CONTENT ‘, MAINTAIN PRIVACY SETTINGS

'

0
“ ﬂ USE RESTRICTED MODE ’7 MODERATE SCREEN TIME g

LEARN ABOUT REPORTING
AND BLOCKING

ENABLE FAMILY PAIRING




Facebook

Age rating 13+
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/KEEP ACCOUNTS PRIVATE )

In the settings areq, you can choose whether
a Facebook profile is public or private, By far
the salfest option is to switch your child’s to
private, so they can only interact with people
who they are friends with on the platform.
Facebook’'s settings can also prevent your
child’s personal information (,;uch as

~

contact detalls, school name or date of
birth) from appearing publicly. ")

\h O\ ) Advice for Parents & Carers -~:::j§:

"ENCOURAGE SAFE FRIENDING

2\
Facebook can help your child to stay d
connected with the {;coplc and the things
that they care about, However, It"s iImportant
for them to understand that they should only
accept fnend requests from people who they
know. The key questions to consider are “has
Zour child met them In person?” and “do they
now and trust them enough to feel comfertable

/LEAD BY EXAMPLE

Let your child watch you using Facebook - this
will demonstrate how it can be used safely and
appropriately, reducing the risk of them
encounlermg harmful content themselves, Teach
them the habit of thinking before sharing
anything online and try to follow the same rules
that you set for them - so iIf you agree time limits
on your child’'s Facebook use, then you should

\\acceplmg them as a Facebook friend?"

y

SAWYSHARING FIGETTS2 )

Make sure your child realises that what they
ghare online with friends can end up bein%
shared agaln by others. It's important tha
they think about what they share online and
who they share it with. Facebook’s "Audience
Selector’ gives users the option to fliter who
gees what they are sharing, whenever a
statue 13 updated, photos are uploaded or

RESPECT BOUNDARIES

Once you've talked about Facebook safety
with your child, give them some space and
trust them to make smart choices. Make it clear,
however, that?lou're always open to discussing

social media if they need to. In the earl?( stages,

you could occasionally review your child’s social
media activity with them to put your mind at rest

' N
L“Qo

“d

-
-

\.anything is posted.

but take care not to become reliant on
\ checking it every night.

\sllck to them, too.
—

"BLOCK AND REPORT

On Facebook, you're able to report

harmful content and block particular peo(jole
or groups so they can’t contact your child or
view their profile. Before they start spendin?
gerious time on the platform, ehow your child
how these features work and explain why
the?' might need to be used. Facebook's
Bullying Prevention Hub offers advice on
dealing with harassment on the platform.

7




Facebook messenger

Age rating 13+

N
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REPORT INAPPROPRIATE BEHAVIOUR ~ ADJUST PRNACY SETTINGS w

If your child experiences anything negative

Make ?our child's Messenger stories visible only
on Messenger, you can help them report it, to thelir friends, Avoid adding your child’'s phone
Facebook can then take action such as number (so they can’t be found by someone
disablin

the offender’s account, limiting uslnj their number to search for them), and not

USE ADDITIONAL SECURITY

Messenger's App Lock feature uses
your child's fingerprint or face ID to
ensure that nobody else can access
thelr messages without permission,
Messcn?er has also added a variety of
optional tools to increase young people's
safety on the aplp, including two-factor
authentication, login alerts and filtered
message requests,

N/

REVIEW THE CHAT LIST

Some parents regularly check thelr
children’s Messenger conversations (to see
who they're talking to, rather than what
they're talking about). While this is certainly
safe, it can seem intrusive. If approached in

a sensible, collaborative way, however, it can
help parents and carers to keep an eye on
exactly who their child is communicating with.

their ability to send messages or blockin syncing contacts lets your child choose who to
them from contacting Your child again, | add
t

or not) individually. Via Settings, you can
our child doesn't want to display to others control who appears in your child’s chat list, who
hat lhe{’re online, they can switch off goes Into the me:snge request folder and who
Active Status In the app’s settings.

can’t contact your child at all,
NN NN N / DALY & & W\ ™
DISCUSS LINE STREAMING ENCOURAGE SAFE SHARING %
Talk with your child about safe and secure

Ensure your child knows to send pictures and
video cullmg. When setting up calls on videos only to family and trusted friends, and not
Messenger Rooms, only invite people who to publicly share images which compromise their

our child knows and trusts. Show them how location (showing a landmark near home or

o lock a room if they don’t want other people clothing with identifiable logos, like a school or
joining = and how to remove anyone they don't local club crest). Encourage them to pause before
want on the call. Remind them about behaving sharing anything - if there's a chance it could
responsibly during a live stream, even if it’s with

harm their reputation (or someone else’s), don't
people they know. send It.

) .

. 4



Whats app

Age rating 16+

» Its end-to-end encryption means messages can only be viewed by the sender and
recipient, not even whats app can read them!

s * - - BACKE 4 N\
Adwce for Parents & Carers ¢
CQEATE A SAFE PROFILE EXPLAIN ABOUT BLOC\UNG \4 RE PORT POTENTIAL SCAMS

Even though someone would need a child’s If your child receives spam or offensive ; Young peogle shouldn’t engage with any
phone number to add them as a contact, messages, calls or files from a contact, they 'v message that looks suspicious or too good
it's also worth altering o young person’'s should block them using ‘settings’ in the chat. to be true. When your child receives a
profile settings to restrict who can see their Communication from a blocked contact won't message from an unknown number for the
Photo and status. The opuons are show up on their device and stays undelivered. first time, they'll be given the option to =
everyone’, ‘my contacts’ and ‘nobody’ - Blockmq someone does not remove them from rerort it as spam. If the sender claims to be
choosm? one of the latter two ensures that our child’'s contact list - so they also need to riend or relcltlvo call that rorson on their
your child’s profile is better protected. @ deleted from the address book. usual number to venfy it really is them, or if
it's someone trying to trick your child.

LEAVE A GROUP THINK ABOUT LOCATION DELETE ACCIDENTAL CHECK THE FACTS
If your child is in a group chat that is If your child needs to use the ‘live MESSAGES - You can now fact-check
making them feel uncomfortable, or location’ function to show you or WhatsApp messages that
has been added to a group one of their friends where If your child posts a messcage they have been forwarded at
that they don’t want to be they are, advise them to want to delets, WhatsApp allows the least five times, by
art of, they can use O gy share their location onl user seven minutes to erase « double~tapping the
atsApr s group scttings = for as long as they need to. message. Tap and hold on the magnifying glase icon to the
to leave. If someone exits a WhotsApF gives a range of message, choose ‘delete’ and then right of the message. From
roup, the admin can add - ‘live location’ options, and your delete for everyone.’ However, it's there, your child can launch a a‘
em back in once; If they child should manually stop sharing important to remember "‘?t Google search and decide for
leave a second time, it is their position as soon as itis no recipients may have seen (and themselves whether the Q

permanent. longer nceded. taken a screenshot of) a message

before it was deleted. LEERISIPS SO0 NS OF NOS.

-



You tube

A you tube kids is available

» pra—
+

APPLY RESTRICTED MODE

Restricted Mode is an optional setting that
prevents YouTube from showin%inapproprime
content (such as drug and olc? ol abuse, graphic

violence and sexual situations) to underoge !

viewers. To prevent your child from chancing
CE“SO'&D

across age-inappropriate content on the
Elotform, we would recommend enabling

estricted Mode on each device that your
child uses to access YouTube.

>

CHECK OTHER PLATFORMS <3,
Influential content creators usually have ‘%.-
other soclal media accounts which they
encourage their fans to follow. Having an open
discussion about this with your child makes It
easier to find out how else they might be
following a particular creator online. it also
opens up avenues for you to check out that
creator’s other channels to see what type of
content your child Is being exposed to.

P gpro ) =5 A e T
) Advice for Parents & Carers (

Creating a Google Family account allows
you to monitor what your child is watching, J
uploading and sharing with other users. It

will also display their recently watched videos,
searches and recommended videos. In general, a
Google Family account gives you an oversight of
how your child is using sites like YouTube and
helps you ensure they are only accessing
appropriate content.

MONITOR ENGAGEMENT

YouTube is the online viewing platform of
cholce for billlons of people, many of them
children. Younger children will watch

Ve N

react to content differently. You may want to
keep an eye on how your child Interacts with
content on YouTube = and, If applicable, with
content creators - to understand the types

of videos they are Interested In.

' Although YouTube s free, it does offer some

different content to older ones, of course, and \“-/I

SN

CHECK PRIVACY SETTINGS

YouTube gives users the option of uploading
videos as ‘private’ or ‘unlisted’ - so they could
be shared exclusively with family and friends,
for example. Comments on videos can ulso be
disabled and channels that your child is
subscribed to cun be hidden. If your child is only
uploodin? videos that are protected as ‘private’,
they are far less likely to receive direct

messages from strangers. Q/
LIMIT SPENDING < “

“4

in-app purchases: users can rent and buy TV
shows and movies to watch, for exumple, Iif
you're not comfortable with your chil
purchasing content online, limit their access to

our bank cards and online payment methods.
on(‘farems have discovered to their cost that
a chil hoppllr devouring a paid-for serles
quickly leads to an unexpected blili!




Minecraft

Age rating 7+

RESEARCH CONTENT CREATORS

There are a lots of Minecraft content

creators who release helpful videos about the
ame on YouTube and Twitch. Not all of these,
owever, are suitable for children. Watching these

content creators’ channels yourself first is a safe

way to find am)ropriote Minecraft videos to share

with your children. This also helps you learn more

about the game itsell, and how your child plays it.

e

ENCOURAGE BREAKS

This is a useful way for them to learn

thelir favourite
allowing them to manage their day better,

It's easy for the hours to fly by while your child is playing
Minscraft, so r:mindinq them to take regular breaks is essential,
ood time management, which
Ihc('ll benefit from as they get older, It will also teach them to play
r ames in moderation = limiting addictive behaviour and

L Advice for Parents & Carers | |

CHOOSE THE RIGHTMODE '

Selecting ‘Creative’ or ‘Peaceful’ mode allows
children to play Minecraft without having to
contend with enemies. It's also a great way for
you to got used to playing the game with them,
gince the difficulty level is lower. This allows you
to work together on a long~-term project, creating
something special without the threat of moaning
zombies or creepers damaging your build.

-— —

|

HOST A PRIVATE SERVER

The easiest way to find a safe server for
rour child to play on is to make one ¥oursell. -
losting a server prevents strangers from finding it,
unless they've been given the necessary joinin
details. A private server also lets you control who's
allowed to enter and - if necessary - to ban
someone who shouldn't be there. This is the closest
equivalent to parental controls in Minecraft.

)

TALK ABOUT STRANGERS

never

At some point in their lives, aimost everyone needs to have

contact with a stranger online. Talking to your child about online

safety, therefore, is essential - as is having a plan in place for

dcalin? with any hostile or difficult strangers. Ensure that your child knows
o tell a stranger about themselves online, and that they should come

to you straight away if they do encounter a problem.



Speak with your child about how they use
the internet

» Conversation starter ideas

» Ask your children to tell you about the sites they like to visit and what they enjoy doing
online.

» Ask them about how they stay safe online. What tips do they have for you, and where
did they learn them? What is OK and not OK to share?

» Ask them if they know where to go for help, where to find the safety advice, privacy
settings and how to report or block on the services they use.

» Encourage them to help. Perhaps they can show you how to do something better
online or they might have a friend who would benefit from their help and support.

» Think about how you use the internet as a family. What could you do to get more out
of the internet together and further enjoy your lives online?



https://www.childnet.com/resources/how-to-make-a-report/

Talking with your child
Conversation starters

>

>

1. “You can always come to me if you need help.” This is the most important thing to
let your child know, and a way to give them confidence to speak to you when they
need support.

2. “What would you do if this happened...?” Give your child strategies to deal with
upsetting experiences online.

3. “Remember that not everyone is who they say they are online.” Remind your child
to always tell an adult if anyone they only know online makes them feel
uncomfortable, or asks to meet up or share personal information or images.

4. “Keep your personal information safe, and other people’s too.” This includes full
names, contact details, and real-time locations.

5. “Be respectful to others online.” Remind them if it’s not okay offline...



>

6. “Think before you post.” Help your child to be aware that their online actions can have
consequences for themselves and others.

7. “Remember to ask if it’s okay.” Asking for, and receiving permission from others online is
important before sharing images, adding people into group chats, etc.

8. “Remember not everything is true online.” Help your child to be a critical thinker to find
accurate information.

9. “The things other people post online might not always show what their life is really like.”
Reassure your child that nobody’s life is as perfect as it may seem online, and judging yourself
against other’s online lives isn’t a fair comparison.

10. “Recognise how going online makes you feel and take a break when you need to.” Your chil
may need support in doing this, such as timers and reminders.



What to do if your child has seen, or been involved
in, a viral scare or suicide challenge?

» Understandably you may be distressed or angry if you hear that your child has seen, or
been involved in, a viral scare/suicide challenge. It’s important to stay calm, take their
concerns seriously and reassure them that they have done the right thing by telling
you.

» Reassure them that it is not real and that it has been put online to frighten
people. BEC Own It have made a video which explains this clearly for young people.

» Remind them that when they do see something upsetting or worrying that they are in
control. They can report it to the platform they are using and close down their app or
browser.

» Talk to them about other sources of support — speaking to you will have helped, but
further support from other sources could also help. There are lots of organisations out
there can provide this.



https://www.bbc.com/ownit/its-personal/when-you-see-something-scary-online
https://www.thinkuknow.co.uk/parents/Get-help/Get-help/

Parental controls
Where can | find them?

» There are four main places you can find parental controls, and it can help to set up a
combination of these:

» Internet provider: You can set up filters to help block access to inappropriate content
on any device that connects to your home WiFi.

» Mobile operator: Filters are often automatically set up on mobile contracts, especially
if the user is under the age of 18, but you can double-check with your provider.

» Devices: Many devices have parental control settings, for example, to help restrict
spending in apps, reduce screentime, or disable location functions.

» Online Services: Sites like BBC iPlayer and YouTube have parental control settings to
help restrict access to inappropriate content.




Useful links

» https://www.thinkuknow.co.uk/parents/Listing/?cat=&ref=4765#mMain

» https://www.childnet.com/help-and-advice/parental-controls/

» https://nationalonlinesafety.com/guides



https://www.thinkuknow.co.uk/parents/Listing/?cat=&ref=4765
https://www.childnet.com/help-and-advice/parental-controls/
https://nationalonlinesafety.com/guides

